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DETAILED ACTION 

Specification 

1 . The title of the invention is not descriptive. A new title is required that is clearly 
indicative of the invention to which the claims are directed. The new title should indicate that 
the invention concerns identification cards and identity verification. The following title is 
suggested: National identification card system and biometric identity verification method for 
negotiating transactions. 

2. The abstract of the disclosure is objected to because it is not fully descriptive of the 
claimed invention. The abstract does not mention specifically that biometric characteristics are 
used as means for identity verification in conjunction with negotiating a transaction. Correction 
is required. See MPEP § 608.01(b). 

3. The use of the trademarks Visa, Master Card, Discover, and American Express has been 
noted in this application. It should be capitalized wherever it appears and be accompanied by the 
generic terminology. 

Although the use of trademarks is permissible in patent applications, the proprietary 
nature of the marks should be respected and every effort made to prevent their use in any 
manner, which might adversely affect their validity as trademarks. 
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4. The disclosure is objected to because of the following informalities: "anther" 
constitutes a spelling error in section [0003]. Appropriate correction is required. This example 
is illustrative only and the applicant is requested to correct any other similar informalities. 

Claim Rejections - 35 USC § 112 
The following is a quotation of the first paragraph of 35 U.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

5. Claims 1-20 are rejected under 35 U.S.C. 1 12, first paragraph, as containing subject 
matter which was not described in the specification in such a way as to enable one skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and/or use the 
invention. 

One skilled in the art would not be able to make or use the invention with respect to the 
profile and profile information referred to in independent claims 1, 14, 17, and in dependent 
claims 7, 9,10 and in 2-6,8,1 1-13,15-16, and 18-20 by virtue of their respective dependencies. 
The use of profile information, through storage, collection and modification is found in the 
claims. This profile information may comprise various fields of information and may be 
modified to include data from transactions. It is unknown if all the various stored profile 
information is to be collected from the person attempting the transaction or simply a subset of 
this information. Though a system unit is disclosed for collection of biometric data, a unit for 
collection and modification of profile data is not disclosed. One skilled in the art would not be 
able to determine how a system unit is to collect, store, and modify profile information in 
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conjunction with the methods for obstructing a transaction, without undue experimentation, since 
details of such systems were not disclosed. 



Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 



6. Claims 1- 4, 1 1, 12, 14-15, 17 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over "Pilot smartcard to roll out next year", Computimes Malaysia (8 October 1998) in view of 
Polansky, U.S. Pre Grant Publication No. 2001/0045458, and further in view of Hendry, Mike, 
Smart Card Security and Applications, Artech House, Inc., 1997. 

7. As per claim 1, Computimes Malaysia of 8 October 1998 (hereafter Malaysia) discloses 
the Malaysian multi purpose smart card including applications as national identity card, driving 
license, medical and immigration card. The card has a memory to store photo and thumbprints 
for biometric uses as well as application data or data for future applications. 

Though the reference discloses the use of biometrics it does not disclose the specific 
details for implementing the smart card as part of the invention of claim 1. 

Polansky discloses an identification card verification system with an associated method 
for authorization of a user during a transaction. The population relevant to processing of a 
transaction is those desiring the services provided by the card. [0006] discloses that each card 
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has information stored relating to the user, constituting a profile, where a profile is defined as 
some field or fields of information relating to the card user. [0006] also states that an identifying 
biometric characteristic of an authorized user is stored in each card, in the form of a fingerprint. 
During the verifying step, the profile information as well as the biometric characteristic stored on 
the card is compared with a central database (see [0012]). The fingerprint is also obtained 
directly from the cardholder ([0010-001 1]) and compared with the pre-stored fingerprint in the 
database (see [0012]). The transaction is obstructed if either comparison is unsuccessful. Hence, 
Polansky's teachings conform to steps a-h) and j) of claim 1 of applicant's invention. In the 
event that either comparison is unsuccessful, the fingerprint given by the user attempting 
verification may be stored and compared to other databases to facilitate apprehension [0036]. 

Malaysia discloses the use of a smartcard in a national ID system including immigration 
and drivers license applications (Abstract). Polansky smart card and biometric system discloses 
using the smartcard of the invention for immigration applications in [0025]. As Malaysia doesn't 
disclose details needed to implement a smartcard based immigration application, and the 
smartcard immigration application of Polansky discloses such an implementation, the examiner 
asserts that, motivation exists for Polansky smart card and biometric system to be used as part of 
the multi-purpose smart card of Malaysia's immigration application system. 

The multi-purpose smart card of the Malaysia and Polansky smart card combination fails 
to teach the use of determining an active or inactive status of the smart card (i.e., data device). 

Hendry teaches of blocking and unblocking smartcards in lost, stolen, and misused card 
scenarios (pages 137- 139). When a card is determined to be stolen, misused, etc., the terminal or 
host computer can set flags that block the card per se, or an application associated with the card. 
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The card can later be reset, or made unblocked and active again based on some specific criteria 
(page 139, Block and Unblock paragraph). This corresponds to the invention of claim 1 data 
device being determined to be in an inactive and active status state. 

The examiner asserts that it would have been obvious for one of ordinary skill in the art 
to make us of blocking feature of Hendry to make the smart card of the combination inactive if 
misuse were detected. Such misuse in the environment of immigration is illegal immigration 
using counterfeit identification. This misuse of the immigration system is well known and the 
examiner takes official notice of such. The examiner asserts one skilled in the art would have 
been motivated to block use of a counterfeit multipurpose card in other applications (i.e., drivers 
license and medical to prevent additional fraud. Hendry provides the obvious way to do so in the 
Malay si a-Polansky combination. 

As per notification of authority, the examiner asserts that it would have been obvious to 
notify law enforcement authorities involved in use of drivers license (e.g., a police officer) and 
immigration (e.g., INS official) if an invalid card were being used or if the comparisons set forth 
in Polansky fails. In fact, Polansky discloses rejection of the card, see Fig. 1. The examiner 
asserts that it would have been obvious to let an official using the Polansky system knows that 
the card is rejected. 

Alternately, the examiner argues that rejection of the card is notification that at least the 
comparisons in the combination failed. 

Finally profile information is disclosed in Figure 5 of Polansky. 

Thus claim 1 is rejected in view of the Malaysia-Polansky-Hendry combination. 
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8. Referring to Claim 2, it is clear that verification of an authorized identity is required to 
negotiate a transaction in Polansky's invention. In the environment of Malaysian national 
identification system, the card would serve as identification for driver's license, immigration and 
medical environments. If the card were invalid due, for example to counterfeit, the examiner 
asserts that blocking the card would block it's use in any subsequent application as the entire 
card is blocked, see page 139 of Hendry. 

9. Referring to Claim 3, Law enforcement as the authority has been addressed above. 

10. Referring to Claim 4, Polansky discloses various environments in which his ID card 
could be used such as E-commerce, credit center, and direct online business transactions. The 
examiner asserts that such an environment suggests the use of dollar values in the transactions. If 
credit is involved, the examiner respectfully asserts that the amount of the transaction would 
depend on what was being purchased. The cost could obviously be any amount including $100 or 
more. 

11. Referring to Claim 11-12, examiner asserts that it is common knowledge that cards such 
as driving license and immigration are invalidated following either lapse of predetermined period 
(i.e., expiration) or an event such as a driving violation, criminal act, expiration of a VISA, and 
others. The examiner takes official notice that immigration cards, driver's licenses, and medical 
identification cards expire after predetermined periods. Motivation to make use of expiration in 
the Malaysia combination would have been for the same reason non-electronic versions of these 
cards are allowed to expire by authorities involved. 

12. Claim 14 differs from claim 1 only in that the particular transaction is subsequent to an 
obstructed transaction. Multi-purpose smart card implemented using biometric system of 
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Polansky as applied in the rejection of claim 1 would not alter the steps. Hendry discloses that 
the entire card or an application on the card can be blocked, see page 139. The examiner again 
notes that the smartcard of the Malaysia-Polansky-Hendry combination is multi-application. The 
different applications noted range from ATM, credit card, e-commerce, POS, medical, 
immigration and driver's licenses. Thus different criteria for authentication could exist for each 
application as the entities behind the application would be different. The examiner asserts that it 
would have been obvious that blocking one application would not necessarily result in blocking 
of others (e.g., blocking of the POS application does not mean that the user should be prohibited 
from using the ATM). Hendry provides the suggestion for blocking by application. If blocking 
by application were implemented, the examiner asserts that each in order to use a subsequent 
application, the user would still have to be authenticated via comparisons of biometrics and 
profile information centrally stored, on the card, and obtained from his or her person. 
13. As per claims 15, 16 the examiner asserts the given teaching by Malaysia of a multi 
application card and the disclosure in Polansky of other environments on which the identity card 
could be used, it would be obvious to add these other applications to the multi application card of 
Malaysia. Some applications disclosed by Polansky include ATM, POS and E-commerce [0025]. 
The examiner takes official notice that in an ATM environment, funds are presented for choice in 
pre-determined increments (i.e., 20, 40, 60). If the amount of funds available are inadequate for a 
first amount selected from the menu, the transaction would be obstructed and if a second amount 
requested during a subsequent visit to the ATM were more than the total amount of funds 
requested, this transaction would likewise be obstructed. 
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14. As per claim 17, the above-discussed combination clearly discloses use of a multiple 
application national identification card for the Malaysian population. The examiner asserts that 
the system using the national identification card is a national security system as it protects the 
citizens from fraudulent acts relating to immigration, driving, medical, ATM use, POS use, e- 
commerce, etc. This card make use of pre-stored profile and identifying biometric 
characteristics which are compared stored on the card, stored centrally, and obtained from the 
card carrier. The information from the card, central location and from the person are all 
compared and used for authentication. Further, the combination suggests determining the 
activation status of the card, communicating the status to a predetermined authority, and 
preventing the transaction if the card is blocked or inactive. 

Polansky discloses use of a card reader, see Figure 4. Polansky suggests a 
communication link between central database 44 and card reader 30. Figure 4 discloses 
comparisons units 64-70 as part of card reader 30. 

15. Claims 5- 10, 13, 18- 20 are is rejected under 35 U.S.C. 103(a) as being unpatentable 
over Computimes Malaysia (8 October 1998) in view of Polansky and Hendry, as applied to 
claim 4 above, and further in view of Drexler et al. U.S. Patent No. 5,457,747. 

Computimes discloses storage of fingerprint. Polansky discloses the use of biometric 
scanning device including fingerprint sensor 34. Polansky fails to disclose the use of retinal, 
voice or handprint as an identifying biometric characteristic. . 

Drexler et al. disclose a card verification system that may use fingerprint, retinal, voice or 
handprint as the biometric characteristics for identification. See claims 14-18. 
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It would be obvious to include retinal, voice, or handprint as a type of biometric 
characteristic for identification in the combination of references since Drexler's invention 
demonstrates that any of those characteristics are suitable in a card verification system. 

16. As per claim 6, Polansky discloses use of a magnetic codable card. [0007]. 

17. As per claim 7, use of name as profile information has been addressed above in the 
rejection of claim 1. 

1 8. As per claim 8, the examiner asserts that given the teaching in the Malaysian-Polansky- 
Hendry combination of an identification card with multiple applications including immigration, 
medical driving license, etc., the person of ordinary skill in the art would have been motivated to 
use the national identification card for any transaction requiring identification. The examiner 
takes Official Notice that the various applications in claim 8 all require some form of 
identification. Thus it would have been obvious to make use these applications using the 
smartcard of the above combination. 

19. As per claim 9, two of the applications identified in the above combination are POS and 
e-commerce transactions. The examiner asserts that it is well known in either type of 
transaction to retain information relating to the amount and identification of the parties involved 
in the transaction and take Official Notice of such. Motivation to store such information in the 
multiple application identification card would have been to maintain transaction logs of the user. 
Further, the examiner asserts that if multiple applications exist on the card, it would have been 
obvious to indicate to which category or application the transaction belongs. 
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20. As per claim 10, Hendry discloses the existence of a transaction log, for a smartcard, see 
p. 137-139. The examiner respectfully asserts that attempts to use a snartcard constitute a 
"transaction" in terms of Hendry. Thus any attempt to make use of the multiple application card 
would result in update of the transaction log associated with that card. Motivation to use this 
feature would have been to keep authorities informed of invalid or fraudulent cards or of 
fraudulent use of valid cards. 

21. Referring to Claim 13, the database accessed by Polansky may be in a remote location, 
accessed by wired, wireless, or Internet communication. Polansky notes in [0039] that his 
invention may connect to Internet ATM backbone (wired) or Cell Relay (wireless). 

22. Claims 18, 19 correspond to claims 13, 5 respectfully, and are rejected on the same basis. 

23. Claim 20 corresponds to claim 4, and is rejected on the same basis. 

Conclusion 

24. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

1. Hickie, UK Patent Application GB 2 151 987 A 

2. Mcgookin, Steve. (5 November 1998). Taking democracy into the digital age: 
Fingerprints, photographs and signatures are all you need to vote with your electors' smart card. 
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25. Any inquiry concerning this communication or earlier communications from examiner 
should be directed to Ronald Baum, whose telephone number is (703) 305-4276. The examiner 
can normally be reached Monday through Friday from 8:00 AM to 5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gail Hayes, can be reached at (703) 305-971 1. The Fax numbers for the organization 
where this application is assigned are: 
After-final (703) 746-7238 

Official (703) 746-7239 



Non-Official/Draft (703) 746-7246 




Ronald Baum 



Patent Examiner 



GAIL HAYES 
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